Popularakas timekla lietojumu drosibas
problémas Latvija
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levadam

Statistikai izmantoju pédéjos 3 gados ,pentestu” rezultatus Latvija
izstradatiem timekla lietojumiem un mobilajam aplikacijam

Kopéjais sistemu skaits statistika: vairak ka 50 un mazak ka 100

Nenému véra zemaka riska problémas

Par pamatu izmantoju 2013 gada OWASP Top 10
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OWASP Top 10

A1 Injection

A2 Broken Authentication and Session Management

A3 Cross-Site Scripting (XSS)

A4 Insecure Direct Object References

A5 Security Misconfiguration

A6 Sensitive Data Exposure

A7 Missing Function Level Access Control

A8 Cross-Site Request Forgery (CSRF)

A9 Using Components with Known Vulnerabilities

A10 Unvalidated Redirects and Forwards
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OWASP Top 10 “trkumi”

Labs marketinga projekts
Testé$anas prasibu definésanai parak plasas kategorijas, iznemot dazas

|ztrGkst vairdku svarigu parbauzu un risku
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Al. Injekcijas: 40%

SQL un XML injekcijas
Reti sastopamas UNION SQL injekcijas

15% no sistemam injekcijas |ava konstatét, ka paroles tiek glabatas
nedrosi
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UNION SQL injekciia
hitp://k1 .itcentrs.lv/sqli/article.php2id=2

<?

$id=$ GET[ ‘id’7;

$sgl="select articleText from articles where articleld=%$id”;

$r=mysqgli query($con, $sql);
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XML injekcijas

anlasp > [
Client Objects & Events

Enter password from c:\inetpub\secret.xml config
<%

Dim objXmlRequest
Set objXmlRequest = Server.CreateObject("Microsoft.XMLDOM")
ocbjXmlRequest.async = true

objXmlRequest.setProperty "ServerHTTPRequest™, True
objXmlRequest.validateOnParse = False

objXmlRequest.Load (Request)
Set oNode = objXmlRequest.selectSingleNode("/login/username/text()")

response.write "You entered wrong password: " & oNode.nodeValue

x>
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XML injekeciia

<?xml version="1.0" encoding="1S0-8859-1"7>

<IDOCTYPE foo [<!ELEMENT foo ANY ><!ENTITY xxe SYSTEM
"file:///c:/inetpub/secret.xml" >1]>

<login>
<username>&xxe ;</username>

</login>
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A2. Autentifikacija un sesiju parvaldiba: 70%

Tipiskdka probléma: nepareizi uzstaditi sikdatnes parametri (44%)
Oftra vieta: sesijas fiksacija (33%)

Biezi sastopamas problémas ar sesiju izbeigsanu

v -

Gandriz vienmeér ir problémas sarezgitos autentifikacijas scenarijos

Problémas ar autentifikaciju mobilajos lietojumos
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Autentifikacijas informacijas glabasana mobilajos lietojumos

- N N references. xml — shared prefs

-l" - 1".00 "'_’

sion_key">ed829210d921efa3f9ed5020a538¢535</ 5t ring>

- - e
) L1e Jgse YoLrLure B ASE
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Autentifikacijas informacijas glabasana mobilajos lietojumos
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Mobilais telefons nav dators!

‘s’ dalvik_heap:42BF1F98
‘s’ dalvik_heap:42BF2008
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Sikdatnes: kd nevajadzétu darit

Burp Intruder Repeater Window Help Burp Intruder Repeater Window Help

’ Target TProxv T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Co i Target TProxy T Spider T ShpTr T e T Repeater T Sequencer T_D

( Intercept T History T Options ]

' Intercept T History T Options ]

Filter: Showing all items
Filter: Showing all items
#  A|Host ' Method | URL
224 http://manabalss.lv GET N # Al HOSt Method | URL
235 v 1 357 hitp:/] pictusa/226.1330333
2 PIFMS: pwslégsawﬁﬁm 7.1 jquery.mi = PG pieslggSanas:
227  http://manabalss.| J/css/user_popup_top. cs$71391096 359 http //manabalss. v CSS/lmQ progres_bar_
228  http://manabalss.lv GET /fancybox/jquery.fancybox-1.3.4.c 360 http://manabalss.lv GET Jcss/img/bg_btn_vote.|
229 http://manabalss.lv GET Jcss/stats.css 361 http://manabalss.lv GET jcss/img/progres_bar_
230 http://manabalss.Iv GET Jcss/style.css 362 http://manabalss.lv GET /
231  http://manabalss.lv GET jcss/forms.css 363 http://manabalss.Iv GET Jcss/init.css?712
232  htp://manabalss.lv GET /js/default.js 364  http://manabalss.lv GET Jcss/user_popup_top.c
233 http://manabalss.lv GET /js/iquery.oauthpopup.js 365  http://manabalss.lv GET /js/custom.jquery.sear
234 httpf//manabalss.lv GET /is/jquery.purljs , 366  http://manabalss.lv GET /js/custom.jquery.start
ggé :gg;;m;:;g;:zz:x gg ;J-zij.query.lnlre_r'naxlen.Js. 367  http://manabalss.lv GET /js/iquery.autocomplet
j : JALIQBEDY.€ S . 368 http://manabalss.lv GET findex/list?mode=all&t
37,  ONp://manapaissy GEk /fancybox/;guery.fancybox-}.3.4.15 369 http://www.google-analytics.c... GET /__utm.gif7utmwy=5 .4,
33{ htto://manabalss.lv GET /is/custom.iauery.startPage.is?139 370 hith:1 /a0 twimg:com CET jorofile_images /11696
371 http://a0.twimg.com GET /profile_images/6092¢€
[ Request T Response ] <
J Raw THeaders THex THTML T Render] J Request T Response ]
HTTP/1.1 200 OR - -
Date: Thu, 30 Jan 2014 15:35:48 GMT _[Raw Params THeaders THex
Server: Apache/2.2.23 (Unix) mod ssl/2.2.23 OpenSSL/0.9.8e-fips-rk
FrontPage/5.0.2.2635 mod bwlimited/1.4 mod auth passthrough/2.1 GET / HTTP/1.1
X-Powered-By: PHP/5.3.18 Host: manabalss.lwv '
Expires: Thu, 19 Nov 1981 08:52:00 GMT User-aAgent: Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10.9;
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, Accept: text/html,application/xhtml+xml,application/xml ;¢

Pragma: no-cache Accept-Language: lv,en-us;q=0.7,en;q=0.3

et-Cookie: PHPSESSID=5ce826ab294bdc665b1579e5097953cd; path=/ Accept-Encoding: gzip, deflate

Vary: Accept-Encoding,User-Agent Referer: http://manabalss.lv/

Content-Length: 23856 Cookie: PHPSESSID=5cef26ab294bdc665bl579e5097953cd; _ uts
Keep-Alive: timeout=5, max=100 utmb=265149843.2.10.1391096196; _ utmc=265149843; _ uts

Connection: Keep-Alive Connection: keep-alive
Content-Type: text/html
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manabalss.lv esosa versija

3 _http://manabalss.lv GET / U L 307 377 HTML 307 T
4 _https://manabalss.lv | GET / L L] 200 53775  HTML ManaE
5 https://manabalss.lv GET /assets/application-9¢56c0a973343... B L] 200 183633 script js

7 - https://list.mailigen.com GET /js/scripts.js L] [ ] 200 1327 script js

-

r Request T Response ]

‘ Raw T Headers T HeXx T HTML T Render ]

HTTP/1.1 200 OK

Server: nginx/1.6.2

Date: Tue, 31 May 2016 07:07:21 GMT
Content-Type: text/html; charset=utf-8
Connection: close

X-Frame-Options: SAMEORIGIN
X-X55-Protection: 1; mode=block
X-Content-Type-Options: nosniff

Set-Cookie: mb session=84e6764384af825d4ebaclfS5167£4281;
L—-Redquest—l1d. ee Deo—CYUI—daar-owuda—-4au DAUD O

X-Runtime: 0.047653
Content-Length: 53257
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domain=.manabalss.lv; path=/; expires=Tue,

31 May 2016 07:22:21 -0000; HttpOnly




ll\\rlJ-,,Jll“'“l e el ¥V I el INVELTITIVA s s s J MWV VIIINVWAM J e Wil TV TIWA Y Wil 11V A W LW LI

http://manabalss.lv GEI /
https://manabalss.lv GET /

) T N s et Pirmais apmeklejums:
———Trw— stkdatnes neuzstada
L Raw T Headers T Hex ] un nenosata

GET / HTTP/1.1

Host: manabalss.lv

User-Agent: Mozilla/5.0 {(Macintosh; Intel Mac OS5 X 10.11; rv:46.0) Gecko/20100101
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;g=0.8
Accept-Language: en-US,en;gq=0.5

Accept-Encoding: gzip, deflate

Connection: close

ANV D WT

o> NUup://manapaiss.v UE / LJ LJ 3U/
66 https://manabalss.lv GET / L J L J 200
67 https://manabalss.lv GET /initiatives/list?’amount=11&offset=0... V] LJ 200
70 https://bam.nr-data.net GET /1/0d480a45bc?a=17823217&v=09... Eﬁ L J 200

o Sikdatnes nosiita

_J’RequestT—Response ]

[(Raw| Params | Headers | rex | ari caur HTTP

GET / HTTP/1.1

Host: manabalss.lv

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.11; rv:46.0) Gecko/20100101 Firefox/46.0

Accept: text/html,application/xhtml+xml,application/xml;gq=0.9,*/*;q=0.8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate, br

Cookie: _mb_session=84e6764384af825d4e6aclf5167£4281; _ga=GA1.2.1209786905.1464678441; ga_client_id=12
Connection: close
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utentifikdcijas informacija GET pieprasijuma

142 https://netbank.nordea.com POST /pnbeid/red_irect_to_partner.do?_cs=3... V] L 302 1261 HTML do 302 Moved Temporarily V] 193.111.236.34 |
113 https://manabalss.lv GED /auth/nordea?B02K_VERS=0002&BO... V] = 302 611 HTML V] 371390211

- - LA
J Request T Response ]
J Raw 'f Params | Headers | Hex
sET
/auth/nordea?B02K_VERS=0002&B02K TIMESTMP=2002016053110121364&B02K_IDNBR=! &BO2K_STAMP=20160531101211752181&B02K_CUSTNAME=Krusts+Agris&B0O2K_KEYVERS=0001&B02K_ALG=01&B02K_CUSTID=03047 3&BO2K_C

JSTTYPE=01&B02K_MAC=2Z
Jost: manabalss.lv

Jser-Agent: Mozilla/5.0 (Macintosh;

fAE3 HITP/1.1

Intel Mac O0S X 10.11; rv:46.0) Gecko/20100101 Firefox/46.0

Accept: text/html,application/xhtml+xml,application/xml;gq=0.9,*/%*;g=0.8

Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate, br

Referer: https://netbank.nordea.com/pnbeid/eid_review.do?act=eid_review&amp;cs=516c27abl22£fa4459ed34c60761407£f0b5ef7b73
Cookie: _mb session=84e6764384af825d4e6aclf5167£4281; _ga=GAl1.2.1209786905.1464678441; ga_client_id=1209786905.1464678441; _gat=1

Zonnection: close
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Stkdatnes vertiba nemainas = sesijas fiksacija



Kadas parasti ir problémas ar sesiju parvaldibu

AtribGti: Secure un HitpOnly
Secure 3aja gadijuma ir bezjédzigs, jo lietojums nelieto HTTP/SSL
HttpOnly lauj pieklt sikdatnes saturam ar JavaScript

Péc pieslégsanas sesijas identifikators netika nomainits uz jaunu

Nav vzstadits Expire parametrs (2)

Nav uzstadits Domain parametrs (2)
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A3. Starpvietnu skriptésana: 60%

Dinamiska un DOM bazeéeta: 46%
Paliekosa: 36%
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aaa<b onmouseover=alert(document.cookie)>bold</b>aaa

security=medium; PHPSESSID=61m8k0mnhibsf1j71qr3ace5p2

Labi
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Web application architecture
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root@kali-ak: ~

File Edit View Search Terminal Help

.~ |}

Home



A4. Tiesa piekluve resursiem: 30%

File Edit View History Bookmarks Tools Help
{_!invoice.pdf u <+ |

Augsupieladati faili, pieméram, — .
CV uznémumu mdjas lapa —- -

Generéti faili, pieméram, rekini WB_ The white Book

- ~ G S
vai atskaites o
PASUTIJUMA REKINS

Direktoriju parlUkosana — iespéja atums: 2,06 201

Piegadatajs The White Book, SIA
k e Reg. Nr. 50103429851
a II.r'a SII. o I n II.e re SCI nII.U Adrese Tukuma iela 6, Riga, LV-1002
Banka AS Citadele banka
Kods PARXLV22
Konts LV74PARX0013271560001

,Visparzinami resursi” —
,backup” faili, .svn vai .git roes

direktorij avers
ire<rorijas, v.c. .+ "
|as, U.C.
. Cena
Nr. Nosaukums Me Daudz. PVN PVN PVN
1 |"B iti sadi, Sie aizm gab 1 c By 12% 4.
Atslabsti un iedz gab 1 3.57 12% 4.
3 |"Kriti panika un baidies" gab. 1 3.57 12% 4.
Piegade Latvijas teritorija pa .
past 1 0.00 21% 0.
Kopsumma bez PVN
Piegad
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A5. Konfiguracijas problémas: 70%

Tiek parsotiti nesifréti dati, kur tos butu jasifre (43%)
Nedrosa SSL konfiguracija (23%)

U.C.
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Aéb. Sensitivu datu noplide: 20%

Probléma pati par sevi vai pirmais solis talakam uvzbrukumam:
KlGdu pazinojumi
Informacija no datubdzém

U.C.
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Sensitivu datu noplide: informativi klidu pazinojumi

Tor Browser S

% http://giz.z..file=.././a X | ¥

Si @ v giz.zpr.gov.lv/extractor/fileReader.php?file=../../a v C| BV Start Dage Q

Smula. Dokument /data/www/giz.zpr.gov.lv/data/extractor/../../a neexistuje :(
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Informativi klodu pazinojumi

000 < o

% @ www.oh.lv/index.php?p=funpics&act=q&bi=447 ¢ ﬂ'] m)

Niks
Parole

o v Registréties
@ Aizmirsu paroli

Veértét meitenes
Vertét puisus

Top 100 meitenes
Top 100 puisi
Aktivako top 100

Jautajums
Vai jums ir jautri?

1) Ja

2) Né

3) Nezinu
4)
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Missing Plug-in @

SLUDINAJUMI DISKUSIJAS

SELECT * FROM "oki_usr® WHERE “id" IN()
Query error:You have an error in your SQL syntax; check the manual that corresponds to your MySQL
server version for the right syntax to use near ') at line 1

Niks: »

Warning: mysql_fetch_array() expects parameter 1 to be resource, boolean given in
/mnt/raid/erix/oh/core/inc/mysql.php on line 83

Smiekligas bildes #448

lesOtjis: 70.01.01 03:00
Nakosa »
S e Efektivaka reklama!
Komentari e Labakas zales pret zagliem

e Uzstada drosakos

i A i i tilBisMl 6 i iiBiillililc3 Bl B i i B B il LA : velostativus Riga!

 Tikai registréti lietotaji var komentét un balsot par bildém! Registréties » f
Lieto3anas notelkumi

& Lainijan
(| '}’1
-




Komentari HTML koda
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595
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</div>

<!——<div class="forums">
<div>

<a href="http://forums.vienotiba. lv" target="_blank" title=""><img src="/css/img/bg-title-
forums.png" alt="" /></a>

</div>
<div class="c">
<ul>
<li class="white">
<a href="http://forums.vienotiba. lv/viewtopic.php?t=14286&p=22801#p22801" target="_blank"
title="">Narkomanijas apkarosSanas...<img src="/css/img/ico-more-transparent.png" alt="" /></a>
</li>
<li class="grey">
<a href="http://forums.vienotiba. lv/viewtopic.php?t=14284&p=22799#p22799" target="_blank"
title="">EU limena jautajums -...<img src="/css/img/ico-more-transparent.png” alt="" /></a>



Cita informacija

> bing  p:91.194.77.101

Web Images Videos News Explore

1 RESULTS
|zIidzinatais maksajums - Digibrand

app.digibrand.lv/latvenergo _draugiem_battle/index_2.php ~
107 45. Access denied for user 'armands'@'localhost’ (using password: YES)
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Informacijas nodosana tresajam pusém

Spp_bDecane inactive
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Informacijas nodosana tresajam pusém

61 http://data.flurry.com POST jaas.do V] L] 200 149 app do

62 ; V) ] 200 155 text

63 ; V) (] 200 155 text

64 ; W) - 200 336 JSON json

65 | V) - 200 346 JSON json

66 ; V) - 200 307 JSON json

67 ; V) - 200 1383 app json

68 I v/ - 200 421 app json

69 ; V) (] 200 420 app json

70 ; V) (] 200 309 JSON json

71 l 4 - 200 349 app json \
72 l v L] 200 348 app json

;K . b e oo e ape— a aa x . . - - e —n = --./ FREREIS e o "

jRequestT Response ]

1[ RawTParams THeaders THex ]

POST /aas.do HTTP/1.1

Host: data.flurry.com

Accept-Encoding: gzip, deflate
Content-Type: application/octet-stream
Content-Length: 896

Accept-Language: en-us

Accept: */*

Connection: keep-alive

01.0*3' 4 XVXYW683THDDGNV3SMY 0.0.18 SCEE2F6ES-5CA4—4EE0-SOBS-A3F09B3ACS06 $39505D64-26FB-4F95-AD24-C59913B83E70 ©©d)690® >,.000 00O OOLOx
-LO"j

scr.height 568 device.arch arm32 device.os.version 8.2 device.model .1l iPhones, 2 scr.width 320 0.0.13L@\ 09O memory .total
766656512 disk.size.used

1540861952 memory .used. inactive.start 253132800 cpu.load.start9.600001 memory.used. inactive.end

253595648 battery.remaining.start 84.000000 memory.used.wired.end 133677056 memory.used.wired.start
147558400 memory .used.active.start 231120896 battery.charging.startl disk.size.total 13493145600 battery.charging.endl boot.time
1430138517 memory .used.active.end 237686784 cpu.load.end0.800000 battery.remaining.end

§5.000000 en_LVEurope/Riga @Ls33333079 ©OLtOROOOO2Q
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A7: Autorizacijas problemas: 40%

Slavendka probléma: Datu nozagsana no VID EDS
Tipiski sastopamas administrativajas saskarnés:
LietotGju lomu tiesibas tiek noteiktas vizuali

Atseviskiem administrativajiem skriptiem iztrUkst tiesibu parbaudes un
zinot celu, tos var izpildit jebkurs
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A8. CSRF un ,clickjacking”: 30%

Patiesibad daudz vairdk, jo nav ieklautas zemaka riska problemas
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Starpvietnu pieprasijumu viltosana (CSRF)

Izmanto faktu, ka upuris jau ir autentificéjies mérka lietojuma
Nosita pieprasijumu no upura parltoka uz lietojumu

Sadus uzbrukumus ir groti partvert ugunsmiri vai IDS

Ir iesp&jams, ja lietojums nepdrbauda pieprasijuma rasands avotu

Viena no biezdk sastopamajam ievainojamibam
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manabalss.Iv & | (B~ Google

© Disable + X Cookies v /¢ CSS + i Forms v [&] Images v 7 Information v {@ Miscellaneous + #° Outline v 4 Resize v 4 Tools v <> View Source v {lj Options ~

SABIEDRIBAS INICIATIVU PLATFORMA, IESPEIAMS, LABAKA PASAULE! SiF PROJEKTS

mana SKU Iniciativu
’)) balss.lv

3 ada 2
Atbalsti ManaBalss.Iv Ka strada ManaBalss.lIv?

Pusotra gada lalké portdlu Izmantojis katrs ceturtals Latvijas
ledzivotiljs, Tstenotas vairiikas ledzivotéju Idejas, Latviju atpazist visa
pasaulé k& e-demokritijas velksmes stiastu. ManaBaiss.Iv nav [ztéréts
ne santims no ledzivotidju makiem - to Izveidoja brivpritigl entuziastl.
Turpmikal portila uzturé$anal neplecieSami lidzek]l. Palidzi ziedojot!

Aktualas | Parakstitas | Manas

+ RADIT INICIATIVU

Top | Jaunakas

PAR PIESPIEDU NOMAS ZEMES KADASTRALO
VERTIBU

Piedavajam grozit "Nekustama ipasuma valsts kadastra likumu", lai zemei
zem daudzdzivoklu majam un nerazojosam buvém noteiktu vesturiski

taisnigu kadastralo vértibu un realu zemes nomas un izpirkuma maksu. Paradi video ari draugiem: - n
10000
nARAKET Sabiedribas iniciativu platforma
JAU PARAKSTLIUSI 586 PALIDZI SAVAKT VEL 9414  ManaBalss.lv ir 100% legitima sabiedribas iniciativu
platforma, kura ikviena balsotaja identitati apstiprina
LATVIJAS ZEME LATVIJAS PILSONIEM LR registrétas internetbankas un iniciativas var
’ lerosinat un parakstit ikviens LR pilsonis no 16 gadu
Arzemju uznéméji un investiciju fondi veiksmigi apiet noteikto aizliegumu vecuma. Katra iniciativa, ko paraksta vismaz 10'000
un izpérk Latvijas lauksaimniecibas un meza zemi. Ir jaizsludina tautas pilsonu un, kas atbilst Saeimas juridiskajiem

nobalsosana un jaaizliedz zemi pardot arzemniekiem, tadéjadi saglabajot to  kritérijiem, nonaks Saeima. Lai parakstitos, lietotaji
Latvijas pilsonu ipasumal! tiek savienoti ar savu internetbanku, kur banku




manabalss.lv

_v_

Vél ar vien strada sada balsosana:

<img src="https://manabalss.lv/transportlidzeklu-tehniskas-apskates-
veiksana-reizi-divos-gados/vote" width=1px height=1px>
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delfi.lv . B~ Google Q

®© Disable + QL Cookies v /- CSS v i Forms v [ Images v § Information v {g Miscellaneous v ' Outline v & Resize v 4~ Tools v <> View Source v jlj Options ~




Starpvietnu pieprasijumu viltosana (CSRF)

RisinGjums:
Referrer galvenes parbaude

Unikala tranzakcijas identifikatora izmanto$ana

SIA IT Centrs



A9. Publiski zinamas ievainojamibas: 15%

Patiesiba ir daudz vairdk, jo statistika nav ieklautas Wordpress, Joomla
u.c. plasi izmantojamo CMS testi

A10. Redirekti: <10%

Tik maz, jo izmanto reti

SIA IT Centrs



roblémas ar kesatminas parvaldibu: 20%

Ziedojumu vésture - ziedot.lv l:‘: L
@) “ www.ziedot.lv/lv/users/donations C I ( E

© Disable + QL Cookies v g CSS v |l Forms v & Images v # Information v §g Miscellaneous v ' Outline v & Resize v 4

e} Labdien, Agris! o
Ziedot.lv
ar Swedbank atbalstu

Ziedojumu vésture

Nav tieSsaisté veiktu ziedojumu.

SIA IT Centrs

436 http://www.google-analytics.c... GET /__utm.gif7utmwv=1.4&utmn=15776... V] ] 200 404
437  http://www.ziedot.lv GET /Iv/users/donations = - 200 6695
438 http:/ /www.ziedot.lv GET jcss/main.css?nocache=4 (V] ] 304 190
439 http://galv.hit.gemius.pl GET /_1393434294070/rexdot.qgif?l=30... V] = 200 563
44{) http://www.google-analytics.c... GET /__utm.gif?Zutmwy=1.4&utmn=21207... V] }[g 200 404
~

[ Request T Response ]

J Raw T Headers T Hex T HTML T Render ]

HTTP/1.1 200 OK

{-Powered-By: PHP/5.3.10-1lubuntu3.s

P3P: CP="NOI ADM DEV PSai COM NAV OUR OTRo STP IND DEM"

Set-Cookie: ZiedotLvSess=%eqg9bgt2vgmdl S0ouubshr jrp3; expires=Wed, 05-Mar-2014 17:03:50 GMT; path=/
Accept-Ranges: bytes

Age: 0

Date: Wed, 26 Feb 2014 17:03:50 GMT

Content-Length: 6354

Content-Type: text/html

Connection:

<{DOCTYPE html PUBLIC "=-//W3C//DTD KHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtmll/DTD/xhtmll=-str.
xmlns="http://www.w3.0rg/1999/xhtml" id="mendo">
<head>

<title>Ziedojnmm véstunre — ziedot.lv</title>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" /> <link href="/favicon
rel="icon" /><link href="/favicon.ico" type="image/x-icon" rel="shortcut icon" />

<link rel="stylesheet" type="text/css" href="/css/main.css?nocache=4" /> <link rel="si
href="/css/jquery.fancybox.css" />

<l==f1if 1te IE 6]>
<link rel="stviesheet" tvpe="text/css

href="/css/main.ieé.css" /> <ifendifla=>



Probléemas ar kesatminas parvaldibu

TJ J II\\’J.}}gul'-lll\-yhllllu.’.'ll ' A ) S }_LJJJ '.J 'LJULUL’IMI\UU\-BII.I_JU--. O r\ 0 _—‘ _CACHE_OOB_—Cache
436 http://www.google-analytics.c... GET /__utm.gifZutmwv=1.4&utmn=15776... © _CACHE 003 |
437 http://www.ziedot.lv GET /Ivjusers/donations A it

438 http:/ /www.ziedot.Iv GET jcss/main.css?nocache=4 161429 . <td tcxlj.ass=la:da\:ib3i-;/)roi;ell<‘c1'><a h;ef="'/,1v/;ro(j’e:ts{">ll.abd3:§:b2(s’ p{ojekti</a><;:g><:g
_ : . : ; class=par-ziedot><a href="/lv/info/par-ziedot">Par Ziedot. lv</a>< <td class='sep'></td><
439 http://galv.hit.gemius.pl _ GET /_13934'34294070/rexdot.g|f?l=30... : href="/1lv/info/ziedotajiem">ZiedotAejiem</a></td><td class='sep'></td><td class=ziedojumu-sane
440 http://www.google-analytics.c... GET /__utm.gif7utmwyv=1.4&utmn=21207... - href="/1lv/info/ziedojumu-sanemejiem">Pieteikt palA«dzA«bu</a></td><td class='sep'></td><td cla
< \ : href="/1lv/news/">Jaunumi</a></td><td class='sep'></td><td class=ziedot-lv-kiosks><a
: href="/lv/info/ziedot-1lv-kiosks">Ziedot.lv kiosks</a></td><td class='sep'></td><td class=veika
[ Request TResponse ] ; href="/veikals">Veikals</a></td><td class='sep'></td><td class=atskaites><a
. ; href="/1lv/info/atskaites">Atskaites</a></td> </tr>
<
J Raw T Headers T Hex I HTML I Render ] 1212&; /tab1e><div e e i damany v,
161432 <ul>
<li»<a href="/lv/users/projects">Mani projekti</ 121:;3
e 1 gl "8 et T s = = = . : 5 =" 21xr/ 1ceref na conrd "
class="active">Ziedojumm veésture</a></li><li><a href="/lv/users/passwd"> 161435 <li><a href="/1lv/users/projects">Mani projekti</a></li><li><a href="/1v/users/dona
- class="active">Ziedojumu vAesture</a></li><li><a href="/lv/users/passwd">MainA«t paroli</a></1
. </ul> 161436
</div> 161437 </ul>
161438 </div>
<div id="content"> 161439
161440 <div id="content">
161441
161442
<hl>Ziedojumm vésture</hl> 161443 2
161444 <hl1>Ziedojumu vAesture</hl>
R o . . oo oo e P Lo o 161445
o tlesg?i:;ﬁ r—.:fe I 2 1=comm fRRAe (CLang R  CONpRCL =R aat > 161446 Nav tielisaistAe veiktu ziedojumu.<table class="compact-list">
Canle 161447 </table>
, 161448
</div> 161449 </div>
161450
<div style="clear:both"></div> 161451 <div style="clear:both"></div>
161452
</dive 161453 </div>
161454
161455
<div class="clear"><hr /></div> 161456  <div class="clear"><br /></div>
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Par lokalo ,,cache” atminu

BieZi nakas redzét, ka netiek uzstaditi pareizi parametri ,cache” atminas
parvaldibai

Sensitivam vai klasificjamam saturam vajadzétu vzstadit vismaz:

HTTP/1.1:

Cache-Control: no-cache

HTTP/1.0:

Pragma: no-cache

Expires: <datums pagatné vai kaut kas nepareizs, pieméram 0>

SIA IT Centrs



Problémas ar failu augsupieladi: 30%

Neparbauda faila vardu, satura tipu un pasu saturu
Novieto pieejamu visiem zem web saknes vai CDN

Nepdrbauda pret launatiru un virusiem

SIA IT Centrs
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total 15Z

drnxr—-xr—-x 2 root
drwxr—xr—-x ¢ waw-—-data
S RO iR e LD froit:
Lrwxrwxrwx 1 root

Same file, different name

root 4096 Mar
root 4096 Mar
root 142866 Mar
root 18 Mar

=

=

ls -la

21 89:49
B S
31 09:49 lLandscapelmage. jpg

31 99:47 Landscapelmage.php —> Land

scapelmaae. 1pa
N 7 s 3 s
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i
# 1ls -la
total 152
drwxr—-xr—-x 2 root root 4096 Mar 31 ©9:49
drwxr—-xr—-x ¢ www-data root 4096 Mar 321 89:39
-rw—r——r—— 1 root root 143865 Mar 31 09:56 Landscapelmage. jpg
Lrwxrwxrwx 1 root root 18 Mar 31 09:4¢ Landscapelmage.php —-> lLandscapelmage. jpg
: # exi1fttool —-a Landscapelmage.jpg | grep ACopyrightx Notice

Copyright Notice . Agris Krusts <?php echo "<br><br=";system{"uname -a"); echo "<br><br>"7?=>
: s




Cik biezi var tikt pie ,shell”?
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A1 Injection 40%
A2 Broken Authentication and Session Management 70%
A3 Cross-Site Scripting (XSS) 60%
A4 Insecure Direct Object References 30%
A5 Security Misconfiguration 70%
A6 Sensitive Data Exposure 20%
A7 Missing Function Level Access CGontrol 40%
A8 Cross-Site Request Forgery (CSRF) 30%
A9 Using Components with Known Vulnerabilities 15%
A10 Unvalidated Redirects and Forwards <10%
* Problemas ar kesatminas parvaldibu 20%
* Problemas ar failu augsupieladi 30%
* 0S komandu izpilde 10%



Paldies par uzmanibu!

Jautajumi®@

Kontaktinformacija:
www.itcentrs.lv
e-pasts: Agris.Krusts@itcentrs.lv
Twitter: @agris_krusts
Linked-in: hitp://lv.linkedin.com/in/agriskrusts
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